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WEBSITE SECURITY POLICY
Risk Assessment & Risk Management

For many years the it has been widely accepted by Parish Councils that it is much safer to put pdf files on websites rather than Word docs because pdf files are much harder for malicious persons to tamper with. 


I advise that for me this practice is now outdated and a pointless waste of time for these six  reasons: 

1.
Anyone can purchase an Adobe Acrobat licence to download pdf files off any website then quickly and easily convert them into Word files  -  which any malicious person can then tamper with anyway.  This means that at best pdf files are only fractionally safer than Word files  -  in fact both are VERY LOW risk. 
2.
Converting pdf files into Word docs is now extremely common practice for many Parish Clerks and other computer operators  -  in fact SALC recently published countywide the instructions on how to do this. 

3.
Nobody has ever explained to me WHY anyone would ever wish to tamper with Parish Council documents. For what possible reason would anyone want to do that? Even if they did they could not alter the papers on the website and they could not amend or forge the minutes or accounts in that way.  So a VERY LOW risk. 
4.
I have asked all 60 Parish Clerks who belong to the Shropshire Parish Clerks Network if any of them have ever experienced malicious tampering with any of their papers on their Parish Council Websites and so far not one Clerk has reported any incident of tampering with pdf files or Word docs.  So a VERY LOW risk. 
5.
I now always publish Word docs on websites so they are quickly and easily available for me to use in my daily work  -  or as backup files in case my computer and flash drive are ever out of action. I cannot easily operate pdf files so duplicating all my files as both Word and pdf files is a pointless waste of time for me. 
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